
network robustness
Alessandro Vindigni


alessandro.vindigni@ieu.uzh.ch



Graph and Network Theory for the Analysis of Criminal Networks 149

(a)

(b)

Fig. 1 Dataset Description. The colours represent different clans: darker nodes are the “Mistretta”
family; in grey the “Batanesi” clan is drawn; white and light gray circled nodes and for two others
Mafia families not directly involved in the current investigation. All circled nodes represent the
bosses. Lastly, white nodes represent other subjects not classifiable in any of the previous categories.
Edges’ width depends on the number of meetings or phone calls, while the nodes size relates with
their degree. (Reproduced from Ficara et al. 2020)

4.2 Weight Distribution Analysis

Figure2 shows theweight distribution of theMeetings and thePhone Calls networks.
As already mentioned, the weights represent the amount of meetings and phone calls
exchanged between pairs of individuals in the networks, respectively.

It is noteworthy that in both these networks there are just a few high-weight edges;
i.e., nodes incident on those links exhibit an high number of interaction within the
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why should we care about network robustness?
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Cayley tree with k=3

star-like representation tree-like representation 
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Cayley tree

MTL: from most connected to least connected 

LTM: from least connected to most connected 

RND: random removal of nodes 
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honeycomb lattice
named after bees… 

degree distribution
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MTL: from most connected to least connected 

LTM: from least connected to most connected 

RND: random removal of nodes 

LTMRNDMTL
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Erdos-Renyi graph
random graph

degree distribution
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binomial degree distribution



MTL: from most connected to least connected 

LTM: from least connected to most connected 

RND: random removal of nodes 
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LTMRNDMTL

…discriminate
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8 PERCOLATION THEORY

random networks under random node failures share the same scal-
ing exponents as infinite-dimensional percolation. This equivalence 
predicts that the value of the critical exponents for a random network 
are Ȗp = 1, ȕ = 1 and Ȟ = 1, the d > 6 values encountered earlier. 

In summary, the breakdown of a network under random node removal 
is not a gradual process. In general, removing a small fraction of nodes 
has limited impact on a network’s integrity. Once the number of removed 
nodes reaches a critical threshold, the network abruptly breaks into dis-
connected components. In other words, random node failures induce a 
phase transition from a connected to a fragmented state. We can use the 
tools of percolation theory to characterize this transition in both regular 
and in random networks.

NETWORK ROBUSTNESS

The consequences of node removal are accu-
rately captured by the inverse of the percola-
tion process discussed in Fig. 8.4. We start from 
a square lattice, viewed as a network whose 
nodes are the intersections. Next we random-
ly select and remove an f fraction of nodes, 
measuring the size of the largest component 
formed by the remaining nodes, captured by 
P∞. The obtained networks are illustrated on 
the three bottom panels. Under each panel we 
list the characteristics of the corresponding 
phases.

Figure 8.5
Network breakdown as inverse percolation

percolation theory

f = probability of a site to be empty

f = 0 => all sites in the lattice are occupied

f = 1 => all sites in the lattice are empty

ROOTS AT THE PERCOLATION THRESHOLD PHYSICAL REVIEW E 91, 042706 (2015)

FIG. 3. (Color online) Conceptual model of rewetting of the dry rhizosphere. (a) Illustration of water content in the rhizosphere during
drying and after rewetting, (b) rewetting of a pore covered with dry mucilage, and (c) pore network model of bonds covered with mucilage
(disconnected) and bonds not covered with mucilage (connected).

Equations (3) and (4) give

A = 3
r

ρbu

ρmi
. (5)

The cubic percolation model predicts that around 75% of
disconnected nodes are sufficient to make the soil imperme-
able. This means that we expect the percolation threshold at a
mucilage concentration of cth = 0.75Achy. Combination with
Eqs. (2) and (5) gives the mass of mucilage per unit volume of
bulk soil required to make the soil impermeable:

cth = 1 cm
r

8.3 × 10−5 g cm−3. (6)

Expressed as mass of dry mucilage per dry soil mass as a
function of particle diameter d, it becomes

cth = 1 cm
d

1.04 × 10−4 g g−1. (7)

We tested this theoretical relation by monitoring water
infiltration through artificial rhizosphere layers of varying
mucilage concentration and particle size. We mixed various
amounts of wet mucilage with dry soil to obtain soil samples
of the required mucilage concentration. The mucilage-soil
mixture was dried for around 24 h at 40 ◦C. To reduce
accumulation of dry mucilage on the surface, we used very
wide boxes so that the height of the soil was less than 1 mm.
We packed soil samples representing a simplified model of the
root-rhizosphere-soil system: We used a layer of dry untreated
soil as an analog of the root, a layer of approximately 5 mm

of treated soil as rhizosphere, and again a region of untreated
soil representing the bulk soil.

Neutron radiography was used to monitor the water content
distributions during capillary rise. Water has a high attenuation
coefficient for neutrons, making of neutron radiography an
optimal noninvasive method to quantitatively image water dis-
tribution in thin samples with high accuracy [36]. The neutron
radiographs were taken at the cold neutron imaging beam line
NEUTRA [37] of the Paul Scherrer Institute, Switzerland.

The prepared dry samples were placed inside a box in front
of the neutron beam. Then the box was filled with water until
the water table was 2.5 cm below the layer representing the
rhizosphere. The capillary rise in the samples was monitored
with time-series neutron radiography. Figure 5 shows the water
content distribution in the samples 5 min after the start of
capillary rise. A typical threshold behavior appeared: When
the concentration of mucilage in the rhizosphere was below
a certain value water could easily cross the treated layer. In
contrast, when the concentration exceeded this value water
could no longer cross this region, at least during the first hours
after irrigation. Neutron radiography was performed with
soils of three different particle sizes. Four additional particle
sizes were tested in our laboratory. Note that to determine
the mucilage concentration at the percolation threshold it is
sufficient to control if the surface of the sample turns wet. In
this way we determined further threshold concentrations for
different particle sizes without using neutron radiography.

Figure 6 shows the relation between mucilage concentration
at the percolation threshold and particle size as predicted by

042706-3

e.g. percolation applied to hydrology

 = probability that an occupied a site 
belongs to the giant cluster

in the following

Kroener, E. et al. (2015). Phys Rev. E 91, 042706. 
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critical phase transitions in physics

N ! 1
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ferromagnet

= number of nodes in the network 
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is a good order parameter

for

percolation phase transition in networks
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vs master 
curve

depend on the topology of the network and

see e.g. Guimaraes, A.-L. (2020). Ann. Rev. Ecol. Evol. Syst. 51: 433-60
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Molloy-Reed criterion



Molloy-Reed criterion

N ! 1
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for

valid for every random network

12 ROBUSTNESS OF SCALE-FREE NETWORKS

words, the random removal of a finite fraction of its nodes does not 
break apart a large scale-free network. To further illustrate the roots of 
this anomaly we express ࢭkࢮ and ࢭk2ࢮ in terms of the parameters charac-
terizing a scale-free network: the degree exponent�Ȗ�and the minimal 
and maximal cutoffs, kmin and kmax, obtaining (ADVANCED TOPICS 5.D)

Eq. 8.9 predicts that Fig. 8.9:

•  For ਠ�> 3 the critical threshold fc depends only on Ȗ and kmin, hence fc 

is independent of the network size N. In this regime a scale-free net-
work behaves like a random network: it falls apart after the removal 
of a finite fraction of its nodes. 

•  For ਠ��  3 the kmax diverges for large N (see Eq. 4.18). Therefore in the N ĺ�

∞�limit Eq. 8.9 predicts  fc ̹�1. Hence, to fragment an infinite scale-free 
network we must remove all of its nodes.

Eq. 8.6, 8.9 are the key results of this chapter, predicting that scale-free 
networks can withstand an arbitrary level of random failures without 
breaking apart. To understand the origin of this remarkable robustness 
we must inspect the role of the hubs. Random node failures by defini-
tion are blind to degree, affecting with the same probability a small or 
a large degree node. Yet, in a scale-free network we have far more small 
degree nodes than hubs. Therefore, random node removal will pre-
dominantly remove one of the numerous small nodes as the chances 
of removing one of the few large hubs is negligible. These small nodes 
contribute little to a network’s integrity, hence their removal does not 
damage the network.

Returning to the airport analogy of Fig. 4.6, if we close a randomly se-
lected airport, we will most likely be shutting down one of the numer-
ous small airports. Its absence will be hardly noticed elsewhere in the 
world: you can still travel from New York to Tokyo, or from Los Angeles 
to Rio de Janeiro.

ROBUSTNESS OF FINITE NETWORKS

Eq. 8.9 predicts that for a scale-free network fc converges to one only in 
the kmax ĺ ∞ (or N ĺ�∞) limit. While many networks of practical interest 
are very large, they are still finite, prompting us to ask if the observed 
anomaly is relevant for finite systems. We can address this by inserting 
Eq. 4.18 into Eq. 8.9, obtaining that fc depends on the network size N as

To form a chain, each individual must hold the
hand of two other individuals. Similarly, to 
have a giant component in a network, on aver-
age each of its nodes should have at least two 
neighbors. The Malloy-Reed criteria Fig. 8.4 
exploits this property to help us calculate the 
critical point at which a network breaks apart.
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conditional probability

A: i-th node has degree k

B: i-th node is connected to the j-th node 

generally therefore we can define the critical threshold as

in terms of the original distribution 

Molloy, M. and Reed, B. (1995).Random Struct. Algorithms 6, 161. 
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for

valid for every random network

Molloy, M. and Reed, B. (1995).Random Struct. Algorithms 6, 161. 
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Figure 1 – Theoretical representation of a critical transition and the different structural phases of 63 
a network. Networks can display two distinct structural phases: a disconnected phase with many 64 
components containing a small fraction of the nodes (in blue), and a connected phase in which 65 
most of the network nodes lie within a single component (in red). Such a transition is predicted 66 
by a connectivity parameter, a quantity that is associated with the number and distribution of 67 
interactions in the system. 68 

 69 

Within an ecological time scale, several key factors can vary enough to 70 

substantially reshape the structure of ecological networks. For instance, environmental 71 

conditions such as temperature, precipitation, and resource availability can all fluctuate 72 

within a single year. In turn, these fluctuations can affect the temporal overlap or 73 

phenology of species and thus, the structure of ecological interactions (López-Carretero 74 

et al. 2018; CaraDonna et al. 2021; Vázquez et al. 2023). Similarly, patterns of interaction 75 

can also depend on the diet breadth and traits of individuals, both of which vary in the 76 

span of a few hours to months and years (Olesen et al. 2008; Carretero et al. 2018; 77 

Monteiro & Faria 2018; Peralta et al. 2020). All these factors have the potential to impact 78 

various interaction types, spanning from mutualistic to antagonistic. Yet, the ones 79 

involving plants and herbivorous insects may be especially susceptible to exhibiting more 80 
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12 ROBUSTNESS OF SCALE-FREE NETWORKS

words, the random removal of a finite fraction of its nodes does not 
break apart a large scale-free network. To further illustrate the roots of 
this anomaly we express ࢭkࢮ and ࢭk2ࢮ in terms of the parameters charac-
terizing a scale-free network: the degree exponent�Ȗ�and the minimal 
and maximal cutoffs, kmin and kmax, obtaining (ADVANCED TOPICS 5.D)

Eq. 8.9 predicts that Fig. 8.9:

•  For ਠ�> 3 the critical threshold fc depends only on Ȗ and kmin, hence fc 

is independent of the network size N. In this regime a scale-free net-
work behaves like a random network: it falls apart after the removal 
of a finite fraction of its nodes. 

•  For ਠ��  3 the kmax diverges for large N (see Eq. 4.18). Therefore in the N ĺ�

∞�limit Eq. 8.9 predicts  fc ̹�1. Hence, to fragment an infinite scale-free 
network we must remove all of its nodes.

Eq. 8.6, 8.9 are the key results of this chapter, predicting that scale-free 
networks can withstand an arbitrary level of random failures without 
breaking apart. To understand the origin of this remarkable robustness 
we must inspect the role of the hubs. Random node failures by defini-
tion are blind to degree, affecting with the same probability a small or 
a large degree node. Yet, in a scale-free network we have far more small 
degree nodes than hubs. Therefore, random node removal will pre-
dominantly remove one of the numerous small nodes as the chances 
of removing one of the few large hubs is negligible. These small nodes 
contribute little to a network’s integrity, hence their removal does not 
damage the network.

Returning to the airport analogy of Fig. 4.6, if we close a randomly se-
lected airport, we will most likely be shutting down one of the numer-
ous small airports. Its absence will be hardly noticed elsewhere in the 
world: you can still travel from New York to Tokyo, or from Los Angeles 
to Rio de Janeiro.

ROBUSTNESS OF FINITE NETWORKS

Eq. 8.9 predicts that for a scale-free network fc converges to one only in 
the kmax ĺ ∞ (or N ĺ�∞) limit. While many networks of practical interest 
are very large, they are still finite, prompting us to ask if the observed 
anomaly is relevant for finite systems. We can address this by inserting 
Eq. 4.18 into Eq. 8.9, obtaining that fc depends on the network size N as

To form a chain, each individual must hold the
hand of two other individuals. Similarly, to 
have a giant component in a network, on aver-
age each of its nodes should have at least two 
neighbors. The Malloy-Reed criteria Fig. 8.4 
exploits this property to help us calculate the 
critical point at which a network breaks apart.

Figure 8.8
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Molloy-Reed criterion
valid for every random network

Erdos-Renyi graph

property binomial distribution

known result

scale-free network
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binomial degree distribution

generally depends on and

in the limit
for

for



Molloy-Reed criterion
for random scale-free networks
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the Molloy-Reed criterion fails to 
predict the correct critical fraction;  
2D percolation is instead accurate

the Molloy-Reed criterion predicts 
the correct critical fraction 
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Molloy-Reed critical threshold in different models

honeycomb lattice Erdos-Renyi graph

scale-free NW, gamma = 2.5 scale-free NW, gamma = 3.5

 N = 400, 900
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Taken from Barabási, A.-L. (2016). Network Science. Cambridge University Press. 

robustness of real networks to random removal of nodes
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www-in 325’729 1’497’134 4.6 1’546 2 336
www-out 325’729 1’497’134 4.6 482 2.31 105
email-in 57’194 103’521 1.81 1’546 3.43 19
email-out 57’194 103’521 1.81 482 2.03 643
citation-in 449’673 4’689’479 10.43 971.5 3 93
citation-out 449’673 4’689’479 10.43 198.8 4 19

actor 702’388 29’397’908 83.71 47’353 2.12 565
sc. collaboration 23’133 93’439 8.08 178.2 3.35 22

Internet 192’244 609’066 6.34 240.1 3.42 38
power grid 4’941 6’594 2.67 10.3 [Exp.] 3.86
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scale free network  
the degree distribution decays 
linearly in a log-log plot 

<latexit sha1_base64="qzVO0HG6Az3wXl0GwgQX9TUvlds=">AAAB/XicbVDLSgMxFM3UV62v8bFzEyxCXVhmpKgbodiNywr2Ae1YMmmmDZNkhiQj1KH4K25cKOLW/3Dn35i2s9DWAxcO59zLvff4MaNKO863lVtaXlldy68XNja3tnfs3b2mihKJSQNHLJJtHynCqCANTTUj7VgSxH1GWn5Ym/itByIVjcSdHsXE42ggaEAx0kbq2Qf1UngCr2ANhvfpaXeAOEfjnl10ys4UcJG4GSmCDPWe/dXtRzjhRGjMkFId14m1lyKpKWZkXOgmisQIh2hAOoYKxIny0un1Y3hslD4MImlKaDhVf0+kiCs14r7p5EgP1bw3Ef/zOokOLr2UijjRRODZoiBhUEdwEgXsU0mwZiNDEJbU3ArxEEmEtQmsYEJw519eJM2zsntertxWitXrLI48OARHoARccAGq4AbUQQNg8AiewSt4s56sF+vd+pi15qxsZh/8gfX5AwuFk7U=</latexit>

P (k) = Ck��



what is relevant for ecology…  
…according to a physicist



Critical transition in ecological networks
driven by seasonality

Cosmo, L. G. et al. manuscript in preparation  
 62 

Figure 1 – Theoretical representation of a critical transition and the different structural phases of 63 
a network. Networks can display two distinct structural phases: a disconnected phase with many 64 
components containing a small fraction of the nodes (in blue), and a connected phase in which 65 
most of the network nodes lie within a single component (in red). Such a transition is predicted 66 
by a connectivity parameter, a quantity that is associated with the number and distribution of 67 
interactions in the system. 68 

 69 

Within an ecological time scale, several key factors can vary enough to 70 

substantially reshape the structure of ecological networks. For instance, environmental 71 

conditions such as temperature, precipitation, and resource availability can all fluctuate 72 

within a single year. In turn, these fluctuations can affect the temporal overlap or 73 

phenology of species and thus, the structure of ecological interactions (López-Carretero 74 

et al. 2018; CaraDonna et al. 2021; Vázquez et al. 2023). Similarly, patterns of interaction 75 

can also depend on the diet breadth and traits of individuals, both of which vary in the 76 

span of a few hours to months and years (Olesen et al. 2008; Carretero et al. 2018; 77 

Monteiro & Faria 2018; Peralta et al. 2020). All these factors have the potential to impact 78 

various interaction types, spanning from mutualistic to antagonistic. Yet, the ones 79 

involving plants and herbivorous insects may be especially susceptible to exhibiting more 80 
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Bascompte, García, Ortega, Rezende, and Pironon (2019). Sci. Adv. 5: eaav2539 
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1. are ecological networks really random?

‘trait’ for the latter. In fact, each idealised dimension could represent
a combination of several empirical traits – for example, taking into
account correlations between traits to create orthogonal dimensions
using principal component analysis or ordination methods.
In graph theory, networks that can be completely described in one

dimension are known as ‘interval’ (Fig. 1a). The first set of published
ecological networks were small food webs that could be suitably
described by one dimension (Cohen 1968) – the species can be
ordered such that each predator consumes a consecutive range of
prey. To date, most models of ecological network structure are based
on a single dimension (Williams & Martinez 2000; Cattin et al. 2004;
Stouffer et al. 2006; Allesina et al. 2008), even though it has long
been proved that most ecological networks are only close to interval
(Cattin et al. 2004; Stouffer et al. 2006; Mouillot et al. 2008). Interest-
ingly, it has been shown that networks constructed from many
dimensions can also appear close to interval (Br€annstr€om et al.
2011). Thus, quasi-intervality does not guarantee that ecological net-
works can be described using few dimensions, and there is as yet no
rigorous estimate of the dimensionality of ecological networks.
Here, we provide, for the first time, an upper bound to the

dimensionality of ecological networks, and identify which traits con-
tribute the most to explaining interactions. To answer these funda-
mental questions we perform two analyses. First, we measure how
many idealised dimensions are needed to completely describe the
structure of a large set of empirical networks. Second, for a subset
of the networks that include traits for all species, we estimate the
fraction of connections explained by each trait or a combination of
traits. We can thereby give a sound answer to the actual number of
dimensions needed to completely describe ecological networks and
quantify the actual importance of specified species traits.

We find that less than 10 dimensions are sufficient to completely
describe ecological networks. Moreover, performing model selection
we show that all networks are best explained by less than five
dimensions. The analysis of traits shows that empirically measurable
characteristics largely account for ecological interactions.

METHODS

Estimating an upper bound of dimensionality

Figure 1a shows a food web in which species i consumes all species
whose body size is larger than bi but smaller than Bi – the diet of
species i is described by a range of body sizes. If this holds for all
species, then the food web is described by a single dimension (body
size). Fig. 1b gives an example for two dimensions: predator i con-
sumes all species with body size within the range ½bi ;Bi " and are
found in the depth range ½di ;Di " in the water column. Species fall-
ing within the body size range, but living at a depth outside the
predator’s range are not consumed. Such a food web requires two
dimensions, and is therefore not interval (Cohen 1968; Stouffer
et al. 2006; Allesina et al. 2008; Williams & Purves 2011). If two
traits are sufficient to completely describe the diet of each predator
(all of the predator’s prey fall within the rectangle, see Fig. 1b) the
network dimensionality is two. If three traits are sufficient, prey are
embedded in a cube, and so forth. Therefore, the total number of
parameters required for the model is three (minimum value, maxi-
mum value and actual trait value) for each species and dimension.
To identify the minimum number of dimensions needed to com-

pletely describe all species interactions in an ecological network, we
need to consider all possible arrangements of the species in several

Figure 1. Schematic description of network arrangement in one (a) and two dimensions (b). In (a) the focal species (red) interacts with all species in the body size range

[biBi]. In (b) the focal species interacts with the species in the body size range [biBi] but only if they are also present at depth [diDi]. Arrangement of the species in two

dimensions for an empirical networks: the pollination network of the Galapagos Island (McCullen 1993) (c). The network has D ¼2; only the pollinators (blue) visiting

each flower (green) are contained in each box (two highlighted).

© 2013 Blackwell Publishing Ltd/CNRS
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2. what role play its finite size or the sampling efforts on  
assessing the robustness of an ecological network?

A. Eklöf et al. (2013). Ecology Lett. 16: 577. 
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magnetic hysteresis appears in 
magnets in the supercritical 

(ferromagnetic) phase

can we learn something about habitat restoration from physics?  



1910	 Johannes Diderik van der Waals

1962	 Lev Davidovich Landau

1968	 Lars Onsager

1977	 Philip Warren Anderson, Nevill Francis Mott, John Hasbrouck Van Vleck

1982	 Kenneth G. Wilson

1991	 Pierre-Gilles de Gennes 

2001 	 Eric Allin Cornell, Carl Edwin Wieman, 	 Wolfgang Ketterle

2016	 David J. Thouless, John M. Kosterlitz, F. Duncan M. Haldane

2021	 Giorgio Parisi, Klaus Hasselmann, Syukuro Manabe

Nobel prizes related to phase transitions


